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1. Introduction 2. Aim & Objectives 3. Sources 4. Design and Implementation
The Aim of the project was to analyze security methods
of computer networks to better understand their The project made use of sources such as books, Local area network diagram — Star Topology
Due to the rapid growth of IT both professionally and operations, functions, and effectiveness. The objectives journals, articles, conference papers as well as any
personally, network security has become even more Were: other sources that related to network security. The
crucial. This project focuses on an analysis of security sources used for the project helped to gain an
methods by testing network attacks on an implemented e Research into computer networks focusing on potential understanding into the threats and attacks as well as ' =l .
network and the implementation of security methods to HEtmO:jk ?:]tatcks, nbetv_vork vulntergbilities and security security methods and standards that protect against \;_( e
revent th ks from bein ful. Research methods that can be incorporated. R .
Iijnteo gtl}; ieessfoatﬁfc(l:ersstaﬁd nbe?[wgriu;ti:\z?(slf IEEeéea ’ e Critical IiteraFure review_based on the aim, objectives, and }Egmdes'ome works that were cited in this project 97 \
standards and security methods were carried out as any research Into the project topic area. . |
well as an experiment to test the network attacks and * Usmg the knowledge gathered from the literature review, e D - - i _ g L) 'f".;:;;;f
_ ) ha _ design a network. efending against Phishing Attacks: Taxonomy of | .-
test If the security methods were effective in their e Create a simulated network based on the design. Methods, Current Issues and Future Directions[1]
pUrpose. e Launch attacks on the network and record the outcome. *  Network Security Basics[2]
e Propose and implement security methods to overcome the * Asimplified defence mechanism against man-in-the-
attacks. middle attacks[3] -
e Test the secured network and record the outcome.
e Analyse the security methods focusing on the results of the
experiment.
8. Results
5. SYN flood - DOS Attack 6. Phishing Attack 7. Man-in-the-middle Attack The results of the experiment show that initially,
Sl i + all three of the attacks (Man-in-the-middle,
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The aim of the project was to analyse security

methods of computer networks. This aim was

B = achieved and the project demonstrated the

e Implementation of security methods (VPN, Anti-
virus, Firewall) to protect against a man-in-the-

Phishing page blocked for your protection

o)

middle attack, phishing attack and a SYN flood

attack. These implementations were completed using
VMware to create a simulated network in order to
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